
Design and Development of a Facebook 
Application to Raise Privacy Awareness

Dr. Gianpiero Costantino

Dr. Daniele Sgandurra
Co-author



Outline

• Online Social Network 

• Users and private contents 

• Facebook and Photos 

• The Photo issue 

• The Phook web-app 

• What is 

• How it works 

• Conclusion



Online Social Networks (OSNs)

• OSNs represent a huge container of users’ personal 
information, i.e. photos, comments, interests… 

• OSNs provide tools to set up content visibility 

• Users choose who can see their contents: 
- Familiar People 
- Friends 
- Anyone



Users and their Privacy
Results from “Pew Research Center”

2008

60% of adult users restrict access profile to only 
their friends

36% of adult users have a public profile

2012
Women set highest restrictions (67% Vs 48%)
11% users have posted content they regret

2013

86% of Internet users remove of mask their 
digital footprints



My Thought

• By protecting my digital contents, I think that I am 
protected against undesired access 

• This belief is based upon: 

i) OSNs correctly implement secure mechanisms 

ii) All authorised users will correctly behave



Case Study - A private photo

Akamai
User's Browser

1) src = http//akamaihd..
2) The photo is displayed

This photo is available only to Friends



Case Study - A private photo (2)

This photo is available only to Friends



Case Study - A private photo (3)



Case Study - A private photo (4)

This photo is available to Anyone



Case Study - Where is the “bug”?

• Facebook uses a Content Delivery Network, i.e. Akamai, 
as service to store users’ photos 

• Akamai does not enforce any access control to the 
photos 

• Any person, connected to the Internet, will see photos 
of Facebook users’ just using the HTTP link



Implicit Transitive Agreement

Bob Alice Carol

They are friend

Alice is tagged in
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The Phook (Phoot-Book) Experiment

• It is a photo-search engine for Facebook 
• It uses the Implicit Transitive Agreement 
• More than 3500 Facebook users have joined Phook

www.myphook.com

http://www.myphook.com


The Phook Experiment (2)

• Phook does not download any photos, but uses only the 
link to Akamai 

• Phook has a Database with more than 500millions of 
links 

• Users authorised Phook to crawl friends’ photos 

• Access to photos is the same that users have set on 
Facebook



The Phook - Questions

• What happens if we open the search option to the entire 
Database?

• Phook users will see photos of other Facebook users’ 
just using the “name” of a person

• Not authorised users will not blocked since 
Akamai does not enforce any access control

• Now, do you think that your photos are still private?





Conclusion

• We have seen how OSNs manage our private photos 

• We have seen that CDN does not enforce any access 
control on our private photos 

• We have see how a honest Web-APP have collected 
millions of links… 
- What if it was developed with a malicious purpose?

“Do you will trust a bank that saves your deposit 
in a open safe located in a secret place?”


